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THE IMPACT OF CORONA ON
CURRENT BUSINESS

LANDSCAPE

All of us know how the
threat of Corona (the
biological virus) has
been growing and
sending different cities
& countries in the
world into a shutdown.

Businesses amidst the
spreading of
coronavirus under
government and social
obligations require
employing distancing
techniques and are
asking employees to
work from home.

RISE OF CYBER ATTACKS

IT Experts should keep a number of things in mind,
before initiating work from home to ensure
preparedness from IT Security perspective.

Have we enforced controls to manage and control only
business critical applications to run on end points

under WFH mode?

How do we ensure sensitive data is controlled in end
points when user is working from home using

unprotected Wi-Fi or Hotspots?

Are we able to monitor and manage employee active
time on business vs non business during work from

home mode?

Are we able to comply with data leak requirements as
enforced by regulator or enforced under client
contracts that is required for remote users?

We have also taken a
step in the same
direction, but we
would like to make you
aware on some of the
best practices in the
cyber world while you
operate from home.

APT36 TAPS
CORONAVIRUS AS
'‘GOLDEN
OPPORTUNITY'TO
SPREAD CRIMSON
RAT

IN CYBER SECURITY
CIRCLES, THE
CORONAVIRUS IS
SPURRING ANXIETY
OVER THE VIRTUAL
ABUSE OF THE
DEADLY DISEASE
BY SCAMMERS




CYBER CRIMINALS USING

CORONAVIRUS TO CARRY
OUT PHISHING ATTACK

‘Phishing’ emails might appear to be from
WHO, and will ask users to:

Give sensitive information, such
as usernames or passwords

% Click a malicious link

i-’ Open a malicious attachment
)

BELOW TIPS CAN
HELP YOU IDENTIFY NA/
A PHISHING ATTACK

1 Verify the sender by checking their email address
Check the link before you click

Be careful when providing personal information
Do not rush or feel under pressure

If you gave sensitive information, don't panic
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If you see a scam, report it to your Infosec team



BE CAUTIOUS OF

Using Public Wi-Fi: Public Wi-Fi can
be vulnerable to malicious attack,
presenting issues for those
employees who may need to work
from home. We suggest avoid
connecting to Public Wi-Fi, they can
be vulnerable not only to you, but to
the whole organization.

Using Public Computers:
Employees should be aware of the
security implications of this and
adhere to the following guidance:
keep screens private (position them
away from other people), don't use
public computers for any sensitive
information, use ‘private browsing’
where possible, never use remember
me' or 'save information, and clear
your browsing history and delete any
downloads before closing the
browser.

Accidental Risks at Home: Even
when your employees are working
from home using your secure VPN,
VDI or remote desktop, there can be
other risks that need to be
considered. Children and pets can be
a surprising threat.

Device Security: While your IT team
will ensure to update your systems
with basic set of security features
including latest Anti-virus, Data
leakage prevention, encryption etc.
It is your responsibility to ensure
nothing in the list turns red and
follow basic security hygiene.

RECOMMENDATIONS

Save Save Save: To avoid frustration
of re-working, make sure you save

your work before you step away from
laptop; keep your charger handy.

Use a Secure Connection: You
must secure your Wi-Fi connections
by configuring encryption (WPA2)
and enforcing a username and
password for connection; Your
passwords shall be of two types -
One is Router Password; Second is
WIFI Network Password.

Use Personal Hotspot instead of
Public Wi-Fi: Avoid connecting to
Public Wi-Fi and use personal
hotspot to have a secure connection.

Password Hygiene: Strong
passwords will not only protect your
devices and systems being accessed
if a mobile or laptop is lost or stolen,
they also protect businesses from
hackers; always use at least 8
character password with a
combination of alphabets, numbers
and special characters (*%#,@,$M).

Beware of Suspicious Emails:
Beware of phishing emails, double
check before you open an
attachment. If it is a suspicious email,
do not open. Seek advice from IT
Helpdesk or Security team. Same
applies to SMS's & Phone calls as
well.

Beware of downloading official
data on personal computers: While
you may be required to work from
home, we do not encourage use of
personal computers for official work,
hence do not download any official
data on your personal computers.



PRUDEN

THE FUTURE OF INSURANCE

STAY HEALTHY,
STAY CALM

We wish you and your family good health during
this precarious time. We are confident that this DY

too shall pass and we look forward to seeing e
everyone together in the office soon.
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If you have any questions regarding
Cyber Insurance, please write to

neha.anand@prudentbrokers.com .'
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Insurance is the subject matter of solicitation.

This report and any recommendations, analysis or advice provided herein, are based on our experience as insurance and reinsurance brokers
or as consultants, as applicable, are not intended to be taken as advice or recommendations regarding any individual situation. (ii) The opinions
expressed herein are valid only for the purpose stated herein and as of the date hereof. We are not responsible for the consequences of any
unauthorized use of this report. (iii) Prudent does not accept any liability for the consequences arising from the application, use, or misuse of
any resources contained on or made available through this communication, including any injury and/or damage to any person or property as a
matter of product liability, negligence, or otherwise. (iv)To the maximum extent permitted by applicable law and with respect to products in no
event shall Prudent its employees, officers, directors or partners be liable for any direct, indirect, special, punitive, incidental, exemplary, or
consequential damages, or any damages whatsoever resulting from use of this communication, purchase of goods, or services because of this
and other related communications , in no event shall Prudent be liable for any direct, indirect, special, punitive, incidental, exemplary, or
consequential damages, or any damages whatsoever, resulting from any loss of use, loss of profits, litigation, or any other pecuniary loss,
whether based on breach of contract, tort (including negligence), product liability, any defects in the service or otherwise, arising out of or in any
way connected with the provision of or failure to make available any such products, goods, or services, even if advised of the possibility of such
damages. (v) Prudent makes no representations or warranties of any kind, express or implied about including but not limited to the
completeness, accuracy, reliability, suitability or availability with respect to the contents of this communication or the information, products,
services or related graphics contained in this communication for any purpose. Any reliance you place on such material is therefore strictly at
your own expense and risk. (vi) Prudent's service obligations to you are solely contractual in nature. You acknowledge that, in performing
services, Prudent and its affiliates are not acting as a fiduciary for you, except to the extent required by applicable law, and do not have a
fiduciary or other enhanced duty to you. (vii) For more details on risk factors, terms and conditions please read sales brochure carefully before
concluding a sale.
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